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Abstract: Quantum cryptography, or quantum key distribution (QKD), uses quantum mechanics to guarantee
secure communication. It enables two parties to produce a shared random bit string known only to them, which
can be used as a key to encrypt and decrypt messages. The genius of quantum cryptography is that it solves the
problem of key distribution. A user can suggest a key by sending a series of photons with random polarizations.
This sequence can then be used to generate a sequence of numbers. Quantum key distribution has matured to
the level of a technical demonstration project, and commercial turnkey systems are coming to market.
However, there is still a relatively limited basis of experience with quantum cryptographic key exchange in a
realistic modern network environment, and the commercial viability of quantum communication will depend
upon its demonstrated performance in such environments.
This paper presents the basic design considerations underlying quantum cryptographic techniques.

1. INTRODUCTION:

The purpose of cryptography [1] is to transmit
information in such a way that access to it is restricted
entirely to the intended recipient, even if the
transmission itself is received by others. This science
is of increasing importance with the advent of
broadcast and network communication, such as
electronic transactions, the Internet, e-mail, and cell
phones, where sensitive monetary, business, political,
and personal communications are transmitted over
public channels.

Cryptography  operates by a sender
scrambling or encrypting the original message or
plaintext in a systematic way that obscures its
meaning. The encrypted message or crypto-text is
transmitted, and the receiver recovers the message by
unscrambling or decrypting the transmission.

Existing cryptographic techniques
are usually identified as "traditional" or "modern."
Traditional techniques use operations of coding (use of
alternative words or phrases), transposition (reordering
of plaintext), and substitution (alteration of plaintext
characters). Traditional techniques were designed to
be simple, for hand encoding and decoding. By
contrast, modern techniques use computers, and rely
on extremely long keys, convoluted algorithms, and
intractable problems to achieve assurances of security.

There are two branches of modern
cryptographic techniques: public key encryption [2]
and secret key encryption [1,2]. In Public Key
Cryptography, messages are exchanged using an
encryption method so convoluted that even full
disclosure of the scrambling operation provides no
useful information for how it can be undone. Each
participant has a "public key" and a "private key"; the
former is used by others to encrypt messages, and the
latter is used by the participant to decrypt them.

The main practical problem with secret key
encryption is exchanging a secret key. In principle any
two users who wished to communicate could first
meet to agree on a key in advance, but in practice this
could be inconvenient. Other methods for establishing
a key, such as the use of secure courier or private
knowledge, could be impractical for routine
communication between many users. But any
discussion of how the key is to be chosen that takes
place on a public communication channel could in
principle be intercepted and used by an eavesdropper.

According to quantum theory [4], light waves
are propagated as discrete particles known as photons.
A photon is a mass-less particle, the quantum of the
electromagnetic field, carrying energy, momentum,
and angular momentum. "Entangled pairs" [8] are
pairs of photons generated by certain particle
reactions. Each pair contains two photons of different
but related polarization. Entanglement affects the
randomness of measurements.

If we measure a beam of photons E1 with a
polarization filter, one-half of the incident photons will
pass the filter, regardless of its orientation. Whether a
particular photon will pass the filter is random.
However, if we measure a beam of photons E2
consisting of entangled companions of the El beam
with a filter oriented at 90 degrees (deg) to the first
filter, then if an E1 photon passes its filter, its E2
companion will also pass its filter. Similarly, if an E1l
photon does not pass its filter then its E2 companion
will not.
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Fig.1: Diagram showing vertically and horizontally
polarized light

The foundation of quantum cryptography lies in the
Heisenberg uncertainty principle, which states that
certain pairs of physical properties are related in such
a way that measuring one property prevents the
observer from simultaneously knowing the value of
the other. In particular, when measuring the
polarization of a photon, the choice of what direction
to measure affects all subsequent measurements.

Quantum cryptography, or quantum key
distribution (QKD) [9], uses quantum mechanics to
guarantee secure communication. It enables two
parties to produce a shared random bit string known
only to them, which can be used as a key to encrypt
and decrypt messages. An important and unique
property of quantum cryptography is the ability of the
two communicating users to detect the presence of any
third party trying to gain knowledge of the key.

Quantum cryptography is only used to
produce and distribute a key, not to transmit any
message data. Quantum cryptography is different from
traditional cryptographic systems in that it relies more
on physics, rather than mathematics, as a key aspect of
its security model. Quantum cryptography uses our
current knowledge of physics to develop a
cryptosystem that is not able to be defeated - that is,
one that is completely secure against being
compromised without knowledge of the sender or the
receiver of the messages. The genius of
quantum cryptography is that it solves the problem of
key distribution. A user can suggest a key by sending a
series of photons with random polarizations. This
sequence can then be used to generate a sequence of
numbers. The process is known as quantum key
distribution. If the key is intercepted by an
eavesdropper, this can be detected and it is of no
consequence, since it is only a set of random bits and
can be discarded. The sender can then transmit another
key. Once a key has been securely received, it can be
used to encrypt a message that can be transmitted by
conventional means: telephone, e-mail, or regular
postal mail.

In the past few years, a remarkable surge of
interest from international scientific and business

communities has propelled QC into mainstream
computer science and physics.

Furthermore, new developments are making
QC increasingly practical. The first QC experiment
worked over a distance of 32cm in 1989, and today, it
is performed over distances of hundreds of kilometers
using optical fibers.

2. WORK ALREADY DONE IN THE FIELD:

A. BB84 Encoding Scheme:

The security of the BB84 protocol comes
from encoding the quantum information in non-
orthogonal states, where BB84 uses two pairs of states
with each pair conjugate to the other and the two
within a pair being orthogonal to each other. The
typical polarization state pairs used are rectilinear
basis of vertical (0) and horizontal (90), the diagonal
basis of 45 and 135 or the circular basis of left- and
right-handed. All three of these bases are conjugate to
each other, so any two can be used together.

B.  B92 Encoding Scheme:

The B92 encoding scheme was developed by
Charles Bennett in 1992. This quantum encoding
protocol is similar to the BB84, but uses only two of
the four BB84 states, 0 and 45 to represent 0 and 1.
Using B92, Sender would encode the bits in two non-
orthogonal BB84 states in a way that no one can
determine a bit with certainty, because no
measurement can distinguish between two non-
orthogonal quantum states.

C. Ekert Encoding Scheme:

The Ekert Scheme was developed by Arthur
Ekert in 1991, which uses entangled pairs of photons.
These photon pairs can be created by sender, receiver
or a third party. These pairs are created by splitting a
single photon into two, using a laser. After the split,
one of the photons is sent by the sender or on behalf of
the sender to the receiver while the other photon is
kept.

3.  QuanTtum CrYPTOGRAPHY TECHNOLOGIES

Experimental implementations of quantum
cryptography have existed since 1990, and today
quantum cryptography is performed over distances of
30-40 kilometers using optical fibers.
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Essentially, two technologies make quantum key
distribution possible: the equipment for creating single
photons and that for detecting them. The ideal source
is a so-called photon gun that fires a single photon on
demand. As yet, nobody has succeeded in building a
practical photon gun, but several research efforts are
under way. Some researchers are working on a light-
emitting p-n junction that produces well-spaced single
photons on demand. Others are working with a
diamond-like material in which one carbon atom in the
structure has been replaced with nitrogen. That
substitution creates a vacancy similar to a hole in a p-
type semiconductor, which emits single photons when
excited by a laser. Many groups are also working on
ways of making single ions emit single photons.

None of these technologies, however, is mature
enough to be used in current quantum cryptography
experiments. As a result, physicists have to rely on
other techniques that are by no means perfect from a
security viewpoint. Most common is the practice of
reducing the intensity of a pulsed laser beam to such a
level that, on average, each pulse contains only a
single photon. The problem here is the small but
significant probability that the pulse contains more
than one photon. This extra photon is advantageous for
the hacker, who can exploit the information it contains
without sender and receiver being any the wiser.

Single-photon detection is tricky too. The most
common method exploits avalanche photodiodes.
These devices operate beyond the diode's breakdown
voltage, in what is called Geiger mode. At that point,
the energy from a single absorbed photon is enough to
cause an electron avalanche, an easily detectable flood
of current. But these devices are far from perfect. To
detect another photon, the current through the diode
must be quenched and the device reset, a time-
consuming process.

Furthermore, silicon's best detection wavelength is 800
nanometers (nm, where 1 nm = one one-billionth of a
meter), and it is not sensitive to wavelengths above
1100 nm, well short of the 1300- and 1550-nm
standards for telecommunication. At
telecommunications wavelengths, germanium (Ge) or
indium-gallium-arsenide (InGaAs) detectors must be
used, even though they are far less efficient and must
be cooled well below room temperature. While
commercial single-photon detectors at
telecommunications wavelengths are beginning to
appear on the market, they still lack the efficiencies
useful for quantum cryptography.

4. ProPoSED METHODOLOGY

Cryptography is a way to combine the
relative ease and convenience of key exchange in
public key cryptography with the ultimate security of a
onetime pad. This paper presents the various algorithm
of quantum key exchange and tries to overcome the
limitations associated with the existing algorithm by
developing new technique.

5.  EXPECTED OUTCOME

Quantum cryptography promises to
revolutionize secure communication by providing
security based on the fundamental laws of physics,
instead of the current state of mathematical algorithms
or computing technology. The devices for
implementing such methods exist and the performance
of demonstration systems is being continuously
improved. Within the next few years, if not months,
such systems could start encrypting some of the most
valuable secrets of government and industry.
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